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BUSINESS ASSOCIATE AGREEMENT /COVERED ENTITY USER

The Parties hereto have executed this Agreement on the Agreement Effective Date of

BUSINESS ASSOCIATE: COVERED ENTITY:
E-Signature: E-Signature:
Name: Peter Tuerk, PhD Name:

Title: Chairman of the Board Title:

Company: VirtuallyBetter Health, LLC Organization:

This Business Associate Agreement ("Agreement") is entered into by and between the Business Associate VirtuallyBetter
Health LLC (“VBH"), a clinical applications service provider ("Business Associate") and the Covered Entity listed above
("Covered Entity"). Covered Entity and Business Associate, collectively, may be referred to herein as the "Parties.” This BAA is
effective as of the Effective Date above (“Agreement Effective Date”).

ARTICLE 1 - INTRODUCTION

1.1  Covered Entity and Business Associate enter into this Agreement to comply with the requirements of the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended, including the privacy, security, breach
notification and enforcement rules at 45 C.ER. Part 160 and Part 164, as well as the Health Information Technology for
Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009 ("HITECH"),
as amended, and other applicable federal and state laws (collectively the "HIPAA Rules").

1.2 This Agreement is intended to ensure that Business Associate will establish and implement appropriate safeguards for
certain individually identifiable Protected Health Information relating to patients of Covered Entity ("PHI" as defined
below) that Business Associate may receive, create, maintain, use, or disclose in connection with certain functions,
activities, and services that Business Associate performs for Covered Entity.

ARTICLE 2 - DEFINITIONS

Terms used but not otherwise defined in this Agreement shall have the same meaning as those terms in the HIPAA Rules, which
definitions are incorporated by reference. Key definitions include: PHI, ePHI, Privacy Rule, Security Rule, Required by Law, and
Secretary, as defined in 45 C.FR. Parts 160 and 164.

2.1 “Services” shall mean the communication platform, applications, tools, and related technologies provided by Business
Associate.

ARTICLE 3 - GENERAL OBLIGATIONS OF BUSINESS ASSOCIATE

3.1 Use and Disclosure. Business Associate agrees not to use or disclose PHI, other than as permitted or required by this
Agreement or as Required By Law.

3.2 Minimum Necessary. Business Associate shall limit the use, disclosure, and request of PHI to the minimum necessary to
accomplish the intended purpose, consistent with 45 C.FR. § 164.502(b).

3.3  Safeguards. Business Associate shall use appropriate physical, technical, and administrative safeguards, and comply with
the Security Rule with respect to ePHL

3.4  Mitigation. Business Associate shall mitigate any known harmful effect of improper PHI use or disclosure.
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Breach Reporting. Business Associate shall report to Covered Entity any unauthorized use or disclosure, breach of
unsecured PHI, or successful security incident without unreasonable delay, and in any event within fifteen (15) business
days of discovery. Other impermissible uses or disclosures of PHI and successful security incidents must be reported
within fifteen (15) business days. To the extent possible reporting shall include the individuals affected, the context of
event, types of PHI involved, mitigation steps, and contact info. Unsuccessful security incidents, such as pings, port scans,
or failed login attempts, are hereby deemed reported and require no further notice. Business Associate shall make its
internal practices, books, and records relating to the use and disclosure of PHI available to the Secretary of the
Department of Health and Human Services for purposes of determining compliance with HIPAA.

Subcontractors. Business Associate shall require subcontractors handling PHI to agree in writing to the same
restrictions and safeguards.

Access/Amendment. Business Associate states that its Services do not create or maintain a Designated Record Set;
therefore, the Business Associate does not provide access or amendment requests under HIPAA.

ARTICLE 4 - PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

4.1

4.2
4.3

General Uses. Business Associate may use or disclose PHI as permitted by this Agreement or HIPAA Rules, provided such
use/disclosure would not violate the Privacy Rule if done by Covered Entity.

Business Associate may use or disclose PHI as Required By Law.

Business Associate may: (i) Use PHI for proper management/administration or to carry out legal responsibilities; (ii)
Disclose PHI for the same, with assurances of confidentiality; (iii) Provide Data Aggregation Services.

ARTICLE 5 - OBLIGATIONS OF COVERED ENTITY

5.1
5.2
53

5.4
5.5

5.6

Covered Entity shall limit PHI to the minimum necessary when disclosing to Business Associate.

Covered Entity shall not send PHI inadvertently to VBH’s customer support services.

Covered Entity shall notify Business Associate of changes in authorizations, restrictions, or notices of privacy practices
affecting PHI.

Covered Entity shall maintain current contact information for notices and notifications under this Agreement.

Covered Entity shall not request Business Associate to use or disclose PHI in a manner impermissible under HIPAA
Rules.

Covered Entity shall not use the Services to disclose, post, or otherwise make available Protected Health Information
(PHI) in any public forum, community feature, or communication channel accessible to individuals other than the
patient who is the subject of the PHI or their legal guardian. Covered Entity shall not disclose PHI to any health care
providers or third parties through the functionality of the Services. Any such use shall be deemed a violation of this
Agreement and may be investigated by Business Associate as an unauthorized disclosure.

ARTICLE 6 - TERM AND TERMINATION

6.1

6.2

6.3

Term. This Agreement begins on the Agreement Effective Date and terminates upon: (i) termination for cause; or (ii)
return or destruction of all PHI, unless infeasible.

Termination for Cause. Upon knowledge of a material breach, the non-breaching Party may provide an opportunity to
cure. If not cured, this Agreement may be terminated.

Upon Termination. Business Associate shall return or destroy PHI, or retain only what is necessary for Business
Associate to continue its proper management, practices, and administration or to carry out its legal responsibilities with
ongoing HIPAA Privacy Rule and Security Rule ongoing safeguards.

ARTICLE 7 - MISCELLANEOUS

7.1
7.2
7:3

Amendment. The Parties agree to amend this Agreement as needed to comply with HIPAA Rules.

Survival. Rights and obligations under Article 6 survive termination.

No Agency Relationship. The parties do not intend for this Agreement to create an agency relationship. Each party acts
as an independent contractor.
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No Third-Party Rights. This Agreement does not and is not intended to create any rights or remedies enforceable by any
person other than the Parties.

Electronic Signatures. This Agreement may be executed electronically (typed, digital, or click acceptance). Electronic
signatures are legally binding equivalents of handwritten signatures.

Liability Cap. VBH’s total liability to Covered Entity for damages arising from a breach of this Agreement shall not exceed
five thousand dollars ($5,000) in the aggregate.

Assignment. No party may assign its rights or delegate obligations without written consent, except to an Affiliate,
successor by merger, or acquirer of substantially all assets.

Entire Agreement/Merger. This Agreement constitutes the final and complete agreement between the Parties
concerning HIPAA obligations. All prior or contemporaneous negotiations or agreements on this subject are superseded.
In the event of a conflict between this Agreement and any other agreement between the Parties regarding HIPAA
obligations, the terms of this Agreement control.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state in which the
Covered Entity maintains its principal place of business, without regard to conflict of laws principles.

[END OF AGREEMENT]

This document was created and aligned with VBH Business Association Relationship Policy v.1.0.0 and is implemented and
policy effective as of October 15, 2025.

Company: VirtuallyBetter Health, LLC

Address: 1 Boars Head Ln, Ste B-6, Charlottesville, VA 22903
Phone: 701-506-0703

Version: 1.3.0

BAA Version Date: October 15, 2025

Distribution: VBH Google Drive

Approved by Thomas Cowan, CTO on October 15, 2025
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